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Abstract. High Performance Computing applications on Cloud are of sig-

nificance because of cost-effectiveness and elasticity. Reliability analysis of HPC

applications on Cloud is an important area of study to better utilize infrastruc-

ture while dealing fault tolerant issues in a Cloud environment. In this work, we

present a reliability model of a Cloud system under four scenarios: 1) Hardware

components fail independently and software components fail independently; 2)

software components fail independently and hardware components are corre-

lated in failure; 3) correlated software failure and independent hardware failure;

4) dependent software and hardware failures. Moreover, we propose an opti-

mal checkpoint placement technique based on reliability information for each

scenario. Results show that if failure of the nodes and/or software in the sys-

tem possesses a degree of dependency, the system becomes less reliable, which

means that the failure rate increases and the mean time to failure decreases.

Also, an increase in the number of nodes decreases the reliability of the system.

Moreover, the optimal checkpoint interval decreases when the reliability of the

system decreases.

Key-words: Fault tolerance, reliability, cloud computing, cloud perfor-

mance.

ACRONYMS

CDF Cumulative distribution function
pdf Probability density function
TTF Time to failure
HPC High performance computing
MTTF Mean time to failure
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1. Introduction

Cloud computing is increasingly popular because it is easy to deploy, flexible, and
cost-effective. Cloud computing has not only been utilized in commercial but also
in scientific communities such as by a High Energy Physics group in the research
project CernVM, which utilizes Virtual machines for running the Large Hadron Col-
lider (LHC) experiments [2]. Cloud computing also provides services for HPC appli-
cations. Amazon EC2 offers HPC services on their site [1]. Penguin computing [18]
provides private, public, and hybrid HPC as-a Service [13] for their customers. Many
studies have evaluated HPC applications on Cloud. Evangelinos [4] studied perfor-
mance of HPC applications on Amazon EC2. He used Atmosphere-ocean climate
models, which were implemented by using Message Passing Interface (MPI) for par-
allel computing. He also benchmarked several MPI implementations, such as LAM,
MPICH, OpenMPI, on Amazon EC2. Results showed that Amazon EC2 is appropri-
ate for small sized HPC applications. Gupta [6] compared Cloud performance based
on HPC with high-end machines. He evaluated the cost-effectiveness of Cloud com-
puting, the communication efficiency of HPC applications on Cloud, and the type of
HPC applications that are appropriate to run on Cloud. Results showed that Cloud
is appropriate for relatively low communication-intensive HPC applications. For MPI
applications, a failure may interrupt an entire application. Hence, there are some
fault tolerant mechanisms to mitigate failures. A checkpoint/restart mechanism is a
technique that saves a computing state. When the job fails, one can restore the job
from the last checkpoint. Live migration is another technique that moves a Virtual
machine to another healthier machine before a failure occurs. To better deal with
failures, one should know the failure behavior or the reliability of the system. In this
paper, we propose a reliability model for a cloud computing system that considers
software, Virtual Machine, Hypervisor, and hardware failures as well as correlation
of failures within the software and hardware. Furthermore, we develop an optimal
checkpoint placement technique from the Cloud reliability model. The paper is or-
ganized as follows: Section 2 introduces related work and Multivariate model, the
TTF of Cloud system is discussed in Section 3. Cloud reliability model is presented
in Section 4 and Section 5 presents Cloud reliability, MTTF, and failure rate. Sec-
tion 6 illustrates the optimal checkpoint placement using reliability information from
Section 5. Conclusions are discussed in Section 7.

2. Related work

Several researchers have studied cloud computing reliability. Vishwanath [21] stud-
ied the characteristics of hardware failure and hardware repair in cloud computing.
Results showed that when a server failed, it has a better chance of failing again.
Dai [3] conducted a study on cloud service reliability. He classified failures into two
groups, request stage failures and execution stage failures. The request stage failures
considered overflow and timeout issues. The execution stage failures are related to
missing data and computing resources, software failure, database failure, hardware
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failure, and network failure. The reliability of a cloud service is considered to be the
reliability of request stage failures multiplied by those of the execution stage. Hacker
[10] considered hardware reliability and assumed a virtual machine per server. The
model Hacker proposed was based on the Weibull distribution. However, this work
did not incorporate software reliability into the model. None of the work considers
reliability of Cloud for HPC applications. In our work, we will consider the reliability
of a cloud computing application that includes both hardware and software.

Studies have shown that the time to failure (TTF) of a computer system can be
described by a Weibull distribution [10], [9], [23]. Hacker [9] studied the impact of
reliability rates of individual components on the reliability of an HPC system. He
also showed that the time between failures for an HPC system followed a Weibull
distribution. Xu [23] also showed that TTFs of Windows NT servers follow a Weibull
distribution. In our previous work, Gottumukkala et. al, [7] developed a reliability
model of a k-node system for HPC applications when individual TTF follows a Weibull
distribution. We considered the excess life or time since the last failure of an individual
node in the reliability model to gain a more accurate estimation of the reliability of a
system based on an assumption that nodes fail independently. However, time to failure
of some computer systems may not be independent [23] , [19] . Xu [23] showed that
there is failure dependency of Windows NT Servers across the network. Schroeder [19]
presented a study of failures in an HPC system at Los Alamos National Laboratory
(LANL) showing that nodes were correlated with regard to failure and that two or
more nodes may fail at the same time. In this work, we consider excess life as well as
correlation due to possible simultaneous failures of nodes in the system.

For software reliability, there are studies undertaken to understand the character-
istics of a software failure [22], [17], [20] .Wood [22] was interested in understanding
software reliability models and their utility. He evaluated 9 different software relia-
bility models. He showed that a simple exponential model performs as well or better
than complex models, and the simple model outperformed the other models in terms
of both stability and predictive ability. Musa [17] evaluated 7 model groups on 15
sets of data. Based on his evaluation, the exponential and logarithmic models were
recommended for modeling software reliability. Thirumurugan [20] studied software
reliability modeling in the testing and operation phase. Failures occurred at a con-
stant rate over time [20], [24]. He considers an exponential software reliability model.
Results showed that, at any given time, the reliability in the operation phase was
less than that in the testing phase. The majority of software reliability models make
the assumption that failures occur independently. However, as evident from [8], the
software failures are not always independent. Popstojanova [5] used Markov renewal
modeling techniques in order to formulate software reliability models that considered
dependent failures and time to failure following the exponential distribution.

2.1. Multivariate Exponential Model

As known from the literature [17], an exponential distribution is appropriate for
modeling software reliability (Applications, VM’s and Hypervisor). In this work, we
will refer to Application, VM’s and Hypervisors as software since they all assume an
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exponential time till failure distribution. Software failure may be independent or de-
pendent. Independent software failures, for example, can occur in the case of parallel
jobs, such as biological sequence and video encoding. In case of dependent failure, sys-
tem configuration and operation environment may cause dependent software failures
[12]. Moreover, applications may fail at the same time, due to a certain situation such
as communication outages between processes. For example, blocking communication
on an MPI application may cause simultaneous process failures. Another example
is simultaneous failures due to the fact that applications may have to wait on data
to become available. To consider correlation between software failures, we use the
Marshall-Olkin Multivariate Exponential Distribution (MOMED) [16] based on the
following fatal shock model.

FY1...Yk
(y1...yk) = exp{−

k∑
i=1

γiyi −
∑
i<j

γij max(yi, yj)−
∑

i<j<l

γijl max(yi, yj , yl)

− ...− γ12...k max(y1, y2, ..., yk)}
(1)

Suppose that a component fails after receiving a fatal shock. The occurrence of
shocks is based on independent Poisson process , with i = 1, 2 . . . k. In each Poisson
process, t > 0 and lambda is the Poisson parameter. The events in the Poisson process,
are shocks to component i, the events in the process, are simultaneous shocks to both
components i and j, the events in the process are simultaneous shocks to components
i, j and l and the events in the process are simultaneous shocks to all k components.
Thus is a survival function of k components.

2.2. Multivariate Weibull

For node failure, we have evidence that nodes may fail simultaneously [19]. Many
studies also showed that the time to failure of an individual node follows a Weibull
distribution. To model nodes failing at the same time, we use the Multivariate Weibull
distribution. One can derive a Multivariate Weibull model from the multivariate
exponential model by a variable transformation technique used in [11]. In the survival
function of the multivariate exponential Eq. (1), consider the transformation, c > 0,
Using the transformation of variable technique in [14], one can obtain the survival
function of the general multivariate Weibull (MVW) ,which is given by

FX1...Xk
(x1...xk) = exp{−

k∑
i=1

λix
c
i −

∑
i<j

λij max(xci , x
c
j)−

∑
i<j<l

λijl max(xci , x
c
j , x

c
l )

− ...− λ12...k max(xci , ..., x
c
k)}.

(2)

In what follows we extend the model in Eq. (2) to include an excess or conditional
Weibull in order to determine, in conjunction with Eq. (1), the reliability of a cloud
system for different scenarios that may occur in practice.
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3. TTF considerations of a Cloud System

In this section, we consider reliability of an application that has ` processes (App1-
App`) in a cloud system composed of s virtual machines deployed in k nodes as shown
in Fig. 1, where each node can have a different number of virtual machines. We make
an assumption that it is a classic HPC application based on MPI. An application fails
when any one of the k nodes fails or any software component fails. In the hardware
case, when any node fails, it is replaced with a new node and the system is re-started.
In the software case, the VM is re-started and the system operates again.

Fig. 1. Checkpoint Notation.

Our interest is in determining the probability density function (PDF) for the time
to the first failure of the system after the jth node replacement or a VM re-start due
to a failure. This time is referred to as the time to failure (TTF). Therefore, we make
the following assumptions concerning the failure properties of individual nodes in an
HPC system, based on our discussion in the previous section.

• TTF of an individual node follows a Weibull distribution

• TTF of an application that is running on a particular VM has an exponential
distribution.

• The first failure interrupts the entire application.

• After a failure, the node is replaced with a new node at the next time instant,
and hence the system returns to operation.

We consider a k-node cloud system with n (n = ` + s + k, see Fig. 1) software
components (App, VM and Hypervisor), each with an exponential time to failure),
where any failure in any one of the n components interrupts the entire system. If
any of the software components fails the component (and hence the system) will be
re-started. On the other hand, if a node fails, the node is replaced and the system is
restarted.

In case of node failures, the distribution of the time to failure is Weibull for the
node that is replaced and excess Weibull for the other nodes. Note that because of
simultaneous failures; more than one node may be replaced at the same time. The
excess life is defined as the probability that a node will fail at time x given that the
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node has survived until time t. The excess life pdf for a Weibull distribution can be
expressed as

f(tij + x|tij) = λc(tij + x)c−1e−λ(−t
c
ij+(tij+x)

c) (3)

with the CDF given as

P (X < tij + x|tij) = 1− e−λ(−t
c
ij+(tij+x)

c) (4)

where i is the node that fails and j is the jth system re-start.

4. Cloud System Reliability

In general, there could be many possible combinations of failure dependencies
among components. However, we practically focus on four major scenarios described
as follows. We consider four possible scenarios.

(1) Software failures occur independently. Also, hardware failures occur indepen-
dently. From Eqs. (1) and E(2) one can show that the reliability model of n software
components running on k physical nodes can be expressed as follows:

Rj (x) = F (x) = P (X1 > x,X2 > x, . . . ,Xk > x,Xk+1 > x, . . . ,Xk+n > x)

= exp{−
k∑
i=1

λix
′

i −
n∑
v=1

γvx}
(5)

where
x

′

i = xc,if the ith node is replaced at the jth re-start
=− tcij + (tij + x)c,if the ith node is not replaced at the jth re-start

Similarly, for x
′

s, x
′

l, . . . , x
′

k. Note that for independence, only λi s and νi s are not
equal to zero. Eq.(5) can be readily derived from Eq.(1) by using the transformation,
c > 0 for the nodes that have a Weibull time to failure (failed and were replaced
to restart the system), Yi = −tci + (ti + X)c for nodes that have an excess Weibull
distribution (did not fail when the system was re-started) and Y = X for the n
software components that have an exponential time to failure.

(2) In case of correlated software failures, and independent hardware failure, the
reliability model can be expressed as in Eq. (6), which is a product of Eq. (1) and
Eq. (2). Note that for independent hardware failure only λis are not equal to zero.

Rj (x) = exp{−
k∑
i=1

λix
′

i −
n∑
v=1

γvx−
n∑

v,w=1

γvwx−
n∑

v,w,z=1

γvwzx− . . .− γ12...nx}, (6)

where v < w < z.
In a similar manner, we derive Eq. (7) and Eq. (8) for the scenarios described below
in case 3 and case 4.
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(3) For a system where software failures occur independently, but hardware failures
are correlated, the reliability model is given by

Rj (x) = exp{−
k∑
i=1

λix
′

i −
k∑

i,s=1

λis max
{
x

′

i, x
′

s

}
−

k∑
i,s,l=1

λisl max
{
x

′

i, x
′

s, x
′

l

}
−

. . . − λ123...k max
{
x

′

1, , x
′

k

}
−

n∑
v=1

γvx},

(7)
where i < s < l.

(4) In the case of both software and hardware correlated failures, the reliability
model of the cloud system is given by

Rj (x) =

= exp{−
k∑
i=1

λix
′

i −
k∑

i,s=1

λis max
{
x

′

i, x
′

s

}
−

k∑
i,s,l=1

λisl max
{
x

′

i, x
′

s, x
′

l

}
− . . .

−max
{
x

′

1, . . . , x
′

k

}
−

n∑
v=1

γvx−
n∑

v,w=1
γvwx−

n∑
v,w,z=1

γvwzx− . . .− γ12...nx}

(8)

where i < s < l and v < w < z.
In all four scenarios, we assume that hardware and software fail independently from
each other. From Eq. (5), the pdf of an application on Cloud can be derived as

f (x) = [c

k∑
i=1

λix
′′

i +

n∑
v=1

γv]∗exp{−
k∑
i=1

λix
′

i −
n∑
v=1

γvx}, (9)

x
′′

i = xc−1, if the ith node is replaced at the jth re-start
=(tij + x)c−1, if the ith node is not replaced at the jth re-start

From Eq. (6), the pdf for this case is

f (x) = [c
k∑
i=1

λix
′′

i +
n∑
v=1

γv +
n∑

v,w=1
γvw +

n∑
v,w,z=1

γvwz + . . .+ γ12...n]

∗ exp{−
k∑
i=1

λix
′

i −
n∑
v=1

γvx−
n∑

v,w=1
γvwx−

n∑
v,w,z=1

γvwzx− . . .− γ12...nx},
(10)

where v < w < z.
The pdf that is derived from Eq. (7) is given as

f (x) = [c
k∑
i=1

λix
′′

i +
k∑

i,s=1

λisx
′′

is +
k∑

i,s,l=1

λislx
′′

isl + . . .+ λ123...kx
′′

123...k +
n∑
v=1

γv]

∗exp{−
k∑
i=1

λi∗x
′

i −
k∑

i,s=1

λis max
{
x

′

i, x
′

s

}
−

k∑
i,s,l=1

λisl max
{
x

′

i, x
′

s, x
′

l

}
− . . .

− λ123...kmax{x′

1, . . . , x
′

k} −
n∑
v=1

γvx},

(11)
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where i < s < l, and

x
′′

is =
dmax{x′

i, x
′

s}
dx

and x
′′

isl =
dmax{x′

i, x
′

s, , x
′

l}
dx

and x
′′

12...k =
dmax{x′

i, ..., x
′

k}
dx

.

The pdf from Eq. (8) can be expressed as

f (x) = [c
k∑
i=1

λix
′′

i +
k∑

i,s=1

λisx
′′

is +
k∑

i,s,l=1

λislx
′′

isl + . . .+ λ1...kx
′′

123...k+

+
n∑
v=1

γv +
n∑

v,w=1
γvw +

n∑
v,w,z=1

γvwz + . . .+ γ1...n]

∗exp{−
k∑
i=1

λi∗x
′

i −
k∑

i,s=1

λis max
{
x

′

i, x
′

s

}
−

k∑
i,s,l=1

λisl max
{
x

′

i, x
′

s, x
′

l

}
− . . .

−λ1...k max
{
x

′

1, . . . , x
′

k

}
−

n∑
v=1

γvx−
n∑

v,w=1
γvwx−

n∑
v,w,z=1

γvwzx− . . .− γ1...nx},

(12)
where i < s < l and v < w < z.
After we have the reliability and pdf of an application, we will use this information

to compute failure rate and mean time to failure of an application on Cloud.

4.1. Failure rate and Mean time to failure

The failure rate “λi(x)” of independent failure of software and hardware after the
jth re-start of the system is given by

λj =
f (x)

Rj (x)
= c

k∑
i=1

λix
′′

i +

n∑
v=1

γv (13)

For the case of dependent software failure and independent hardware failure, the
failure rate is:

λj =
f (x)

Rj (x)
= c

k∑
i=1

λix
′′

i +

n∑
v=1

γv +

n∑
v,w=1

γvw +

n∑
v,w,z=1

γvwz + . . .+ γ12...n, (14)

where v < w < z.
The failure rate for the case of independent software failure and dependent hard-

ware failure is:

λj = c

k∑
i=1

λix
′′

i +

k∑
i,s=1

λisx
′′

is +

k∑
i,s,l=1

λislx
′′

isl + . . .+ λ123...kx
′′

123...k +

n∑
v=1

γv, (15)

where i < s < l.
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In the case of dependent software and hardware failures, the failure rate is given
as:

λj = f(x)
Rj(x)

= c
k∑
i=1

λix
′′

i +
k∑

i,s=1

λisx
′′

is +
k∑

i,s,l=1

λislx
′′

isl + . . .

+ λ123...kx
′′

123...k +
n∑
v=1

γv +
n∑

v,w=1
γvw +

n∑
v,w,z=1

γvwz + . . .+ γ12...n

, (16)

where i < s < l and v < w < z.

The mean time to failure (MTTF) of an application on Cloud is given by:

E (x) =
∞
∫
0
x ∗ f (x) dx, (17)

where f(x) can be the pdf of the any case presented in Eqs. (9), ((10), (11), and (12)
for a cloud system.

5. Cloud System Reliability, Mean Time to Failure (MTTF),
and Failure Rate

In this section we show by example, considering for easy understanding that k = 3
and n = 12, the effect of survival time (T ) and parameter values for joint node failures
λij... on system reliability for the four cases described above in Eqs. (5), (6), (7), (8),
and failure rates from Eqs. (13), (14), (15) and (16) and the MMTF from Eq. (17).
For simplicity we choose only one joint parameter γ12...n .The example has a job run
length (x) equals 100 hours and node parameters λ1, λ2, λ3 = 0.00005, the 2-node joint
parameters λ12, λ23, λ13 = 0.00005, the 3-node joint parameter λ123 = 0.00003, C =
1.5, the 2 software components joint parameters γ12, · · · = 0.00003, the 3 software
components joint parameter λ123 = 0.0007, and the hypervisor and VM parameter
λ = 0.00001.

It is obvious from the reliability equations (5), (6), (7) and (8) that when the
system has failures that are correlated it becomes less reliable. Moreover, when the
joint failure rates λij... increase, the reliability of the system decreases. Figure 2a
shows the reliability for the four scenarios. It is seen, as expected, that scenario 1 is
most reliable and scenario 4 is least reliable. For all the four scenarios, as survival
time (T ) increases, the reliability decreases.

It is worth mentioning that as the number of nodes or VMs increases, the reliability
of the system decreases, as seen from Eqs. (7–10). Figure 2b shows the failure rate for
the four scenarios. Is it seen, as expected, that scenario 1 has the smallest failure rate
and scenario 4 has the largest failure rate. Because of hardware aging (Weibull and
conditional Weibull time to failure) in the model, failure rate increases with survival
time.
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Fig. 2. a) Cloud System Reliability, k=3 and n=12, the four scenarios in Eqs. (5) to (8);

b) Cloud System Failure Rate, with k=3 and n=12, the four scenarios represented by Eqs.

(13) to (16).

Fig. 3. Cloud System MTTF, with k=3 and n=12,

the four scenarios.

Figure 3 shows the MTTF for the four scenarios. Is it seen, as expected, that
scenario 1 has the largest MTTF and scenario 4 has the smallest MTTF. As expected,
the MTTF decreases with an increase in survival time. Figure 4a shows the Cloud
system reliability as function of nodes. We assume that each physical node has 4
VMs. As the number of nodes increases, the reliability decreases. Figure 4b shows
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the Cloud system failure rate when the number of nodes increases. The failure rate
increases when the system has more nodes.

Fig. 4. a) Cloud System Reliability as function of the number of nodes (k);

b) Cloud System Failure Rate as function of the number of nodes (k).

Figure 5 shows the Cloud system MTTF. When the number of nodes increases,
Mean time to failure decreases. Also, when adding more components and the failures
of components have correlation, the system becomes less reliable. That means less
reliability, more failure rate, and shorter MTTF.

Fig. 5. Cloud System MTTF as function

of the number of nodes (k).
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6. Optimal Checkpoint Interval for HPC Applications in Cloud
environment

In this section, we develop optimal checkpoint models for four scenarios. We first
illustrate the checkpoint notation as shown in Figure 2. The checkpoint placement
time (tp) is the time to execute the checkpoint (0 = t1 < t2 < · · · < tn), we have
illustrated tp for p = 1, 2. Checkpoint overhead (Ts) is the time spent for saving the
computing stage. Recovery Time (Tr) is the time spent for recovering the system after
failure. Checkpoint Interval (Tc) is the time between two consecutive checkpoints.
Rollback time (Tb) is the time to rollback from failure to the last checkpoint.

Fig. 6. Checkpoint Notation.

To find the optimal checkpoint interval, we consider the optimal checkpoint fre-
quency [15].

n∗ (t) =

√
k ∗ f(t)

Ts ∗R(t)
, (18)

where f(t) is the system failure pdf, R(t) is the system reliability function and k is
the rollback coefficient (0 < k < 1). The rollback coefficient (k) is the ratio between
the rollback time and the checkpoint interval where the failure occurs.

k =
Tb

tp+1 − tp
(19)

To estimate k, one has to find the expected rollback time (Tb). We first consider
the conditional probability that the system survives until time t + s given that the
system survived until time t. We denote the CDF, the pdf, and the expected value of
the conditional probability as follows:

F (t+ s) = P (t+ s|t)

f(t+ s) =
dF (t+ s)

ds

E (S) =
∞
∫
0
sf (t+ s|t) ds

(20)

The conditional CDF of each reliability scenario is as follows:

1) Software failures occur independently. Also, hardware failures occur independently
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F (t+ s) = 1− exp{−
k∑
i=1

λix
′

ip+1
−

n∑
v=1

γvxp+1 +

k∑
i=1

λix
′

ip +

n∑
v=1

γvxp} (21)

x
′

ip+1
= (x+ s)c, if ith node replaced at jth re-start, (p+ 1)th checkpoint

= −tcij + (tij + x+ s)c, if ith node not replaced, jth re-start, (p+ 1)th checkpoint

and

x
′

ip
= xc, if the ith node replaced at jth re-start, pth checkpoint

= −tcij + (tij + x)c, if ith node not replaced at jth re-start, pth checkpoint

Similarly, for x
′

sp+1
, x

′

lp+1
, . . . , x

′

kp+1
and x

′

sp , x
′

lp
, . . . , x

′

kp
.

2) Correlated software failures, and independent hardware failure

F (t+ s) =

= 1− exp{−
k∑
i=1

λix
′

ip+1
−

n∑
v=1

γvxp+1 −
n∑

v,w=1
γvwxp+1 −

n∑
v,w,z=1

γvwzxp+1

− . . .− γ1...nxp+1 +
k∑
i=1

λix
′

ip
+

n∑
v=1

γvpxp +
n∑

v,w=1
γvwxp +

n∑
v,w,z=1

γvwzxp

+ . . .+ γ1...nxp}

(22)

where v < w < z.

3) Software failures occur independently, but hardware failures are correlated

F (t+ s) =

= 1− exp{−
k∑
i=1

λix
′

ip+1
−

k∑
i,s=1

λis max
{
x

′

ip+1
, x

′

sp+1

}
−

k∑
i,s,l=1

λisl max
{
x

′

ip+1
, x

′

sp+1
, x

′

lp+1

}
− . . .− λ1...k max

{
x

′

1p+1
, . . . , x

′

kp+1

}
−

n∑
v=1

γvxp+1 +
k∑
i=1

λix
′

ip
+

k∑
i,s=1

λis max
{
x

′

ip
, x

′

sp

}
+

k∑
i,s,l=1

λisl max
{
x

′

ip
, x

′

sp , x
′

lp

}
+ . . .+ λ1...k max

{
x

′

1p , . . . , x
′

kp

}
+

n∑
v=1

γvxp},

(23)
where i < s < l.

4) Both software and hardware correlated failures
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F (t+ s) =

= 1− exp{−
k∑
i=1

λix
′

ip+1
−

k∑
i,s=1

λis max
{
x

′

ip+1
, x

′

sp+1

}
−

k∑
i<s<l

λisl max
{
x

′

ip+1
, x

′

sp+1
, x

′

lp+1

}
− . . .− λ123...k max

{
x

′

1p+1
, . . . , x

′

kp+1

}
−

n∑
v=1

γvxp+1 −
n∑

v,w=1
γvwxp+1 −

n∑
v,w,z=1

γvwzxp+1 − . . .− γ12...nx+
k∑
i=1

λix
′

ip

+
k∑

i,s=1

λis max
{
x

′

ip
, x

′

sp

}
+

k∑
i,s,l=1

λisl max
{
x

′

ip
, x

′

sp , x
′

lp

}
+ . . .+

+λ123...k max
{
x

′

1p , . . . , x
′

kp

}
+

n∑
v=1

γvxp +
n∑

v,w=1
γvwxp + + . . .+ γ12...nxp}

(24)

where i < s < l and v < w < z.
The expected rollback time of each checkpoint time (tp) can be calculated as

follows.

E (Tbp) =
∫ tp+1−tp
0 sf (tp + s|tp) ds

∫ tp+1−tp
0 f((tp + s|tp) ds

(25)

Then, we can compute the expected k of the pth checkpoint interval as follows.

kp =
E(Tbp)

tp+1 − tp
(26)

Therefore, the expected k can be calculated as

k =

∑N
p=1 Ppkp∑N
p=1 Pp

(27)

where N is the number of the checkpoint and Pp = P (tp + s | tp).

Algorithm to estimate k

1. Assume k̂ = a, where a ∈ (0, 1).

2. Calculate the checkpoint time (tp) from
tp+1

∫
tp

n∗ (t) dt = 1

where t0 = 0, p = 1, 2, 3, . . . and k̂ from step 1.

3. Calculate k from Equations (5), (6) and the checkpoint time from step 2.

4. If k = k̂, then k = k = k̂ END
else repeat step 1.
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7. Numerical Result for the Optimal Checkpoint Interval

In this section, we demonstrate the optimal checkpoint interval for each reliability
case. We assume the node parameters λ1, λ2, λ3 = 0.00005, the 2-node joint param-
eters λ12, λ13, λ23 = 0.00005, the 3-node joint parameter λ123 = 0.00003, C = 1.5,
the 2 software-component joint parameters γ1, . . . , γ12 = 0.00003, the 3 software-
component joint parameter γ123 = 0.00003 with the number of nodes (N) equals 3
and each node has 2 VMs. Figure 7 shows the optimal checkpoint interval versus
checkpoint time for all four reliability case. As expected, the scenario where both
software and hardware failures are independent has the longest checkpoint interval
since it is the most reliable case. Also, the least reliable case (both software and
hardware failures are dependent) has the shortest checkpoint interval.

Fig. 7. Checkpoint Interval Tc as a function

of the number of checkpoints for each reliability scenario.

8. Conclusion

Reliability information is important for real-world applications that may face fail-
ure or service interruption issues. In order to mitigate the interruption, it is of im-
portance to estimate how the reliability, failure rate, and mean time to failure of a
Cloud computing system may be affected by various outages. Our studies have shown
the existence of failure correlations among nodes in computer systems. In this work,
we proposed reliability models that consider software and hardware components and
account for joint failures among nodes as well as VM’s. We also developed the relia-
bility, failure rate, and mean time to failure of a cloud-based system with k nodes and
s VM’s. We considered four major scenarios that are combinations of software, VM
and hardware failure correlation. We also discussed the reliability model for the case
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where VM’s and Hypervisors exhibit an aging effect. In addition, we also developed
the optimal checkpoint placement for each four reliability scenarios. Results showed
that if failures in the system possess a degree of dependency, the system becomes
less reliable. Moreover, the optimal checkpoint interval decreases when the reliability
of the system decreases. Future work will focus on extending the present models to
include component redundancies.
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